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War is a way of shattering to pieces, or pouring into the stratosphere, 
or sinking in the depths of the sea, materials which might otherwise be 
used to make the masses too comfortable, and hence, in the long run, 
too intelligent.

−George Orwell, 1984
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Prologue

The Wonder of it All

Behold a cavalcade of legislators, government officials, and 
think tank fellows. They claim that the United States waiv-
ers perilously at the brink of catastrophe. These people 

believe that foreign powers are poised to cripple the U.S. power 
grid and decimate the banking system. They warn that if we fail 
to implement the measures which they endorse, we risk a Cyber 
Armageddon.

Yet this End Times narrative is a farce, and a pale one at that. 
These doomsday scenarios serve only to benefit the military-indus-
trial complex. Cyberwar propaganda is an instance of threat infla-
tion. Much like during the run-up to the disastrous global War on 
Terror. The message of Cyberwar is eliciting a crisis mentality. The 
end result is an anxious public that’s susceptible to ill-conceived, 
but highly profitable, solutions. 

Once more, while the apparatchiks sound the alarm about exter-
nal threats, there are genuine threats emanating from within. Amer-
ica’s Deep State is busy executing campaigns of espionage and sabo-
tage in foreign networks. U.S. intelligence agencies are embroiled in 
covert operations at home and abroad which have been instrumental 
in the emergence of a sprawling underground industry that devel-
ops weaponized malware and Orwellian mass interception tools. 
Proponents explain that these developments are necessary to ensure 
our “national security.” The reality is that this decidedly offensive ap-
proach is seriously undermining our collective security. 

In these pages you’ll see who is spreading the Cyberwar mes-
sage, the nature of the game being played, the real threats that 
we’re being distracted from, and the often unacknowledged root 
causes of our growing cyber-insecurity.





Preface

Media Massage

And I will utter my judgments against them touching all their wickedness …

−Jeremiah 1:16 King James Bible

I think it’s wrong that – that newspaper reporters have all these docu-
ments, 50,000 or whatever they have, and are selling them and giving 
them out as if these – you know, it just doesn’t make sense. We ought to 
come up with a way of stopping it. I don’t know how to do that. That’s 
more of the courts and the policymakers. But from my perspective, it’s 
wrong, and to allow this go on is wrong.

−General Keith Alexander1

In an ideal world, the media would serve as a watchdog of sorts 
where those in power must tolerate constant, and rigorous, scruti-
ny by an aggressive press which reports to an engaged and knowl-

edgeable populace. This is what’s known as the Jeffersonian model for 
analyzing the role of the media. An alternative model is the Propagan-
da model, where the major news outlets distort information in a man-
ner that defends the agendas of the people who control society. 

Guardian journalist Glenn Greenwald has characterized these 
two models in terms of David Halberstam and Bill Keller. Halbers-
tam was a reporter who was kicked out of the New York Times after 
persistently challenging official government narratives during the 
Vietnam War. Keller, the former New York Times editor, oversaw the 
publication of documents released by WikiLeaks only after receiving 
approval for each document from the Obama administration: 

David Halberstam viewed the measurement of good journal-
ism as defined by how much you anger the people in power 
that you’re covering whereas Bill Keller defines good journal-
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ism – and I think most modern establishment journalists de-
fine it this way as well – by how much you please the people in 
power that you’re covering.2

In the late 1980s, Noam Chomsky and Edward Herman 
analytically demonstrated that the large, agenda-setting, news 
outlets largely adhere to the Propaganda model in their book 
Manufacturing Consent.3 This should come as no surprise, as the 
major outlets, like the Wall Street Journal, are part of large publicly 
traded corporations. Being publicly traded, the agenda-setters are 
beholden to the desires of Wall Street, where investors measure 
their value as a function of the profit that they generate.

The Wall Street Journal sells millions of papers every day,4 and 
advertisement revenue is so large that the executives who control 
the outlet have even considered simply giving away online content 
for free.5 What this demonstrates is that major news sources like 
the Wall Street Journal have a product (their readers) that they sell 
to the buyers in the market (the advertisers).

As it turns out, the profit margin in this market can be pretty 
good. This is because papers like the Wall Street Journal maintain 
a channel to a valuable commodity: society’s decision makers. In 
other words, many of the people who read the Wall Street Journal 
also represent America’s one percent. According to ABC News, the 
average household income of the Wall Street Journal’s subscriber in 
2007 was approximately $235,000.6

So what’s going on is that you have one large corporation selling 
its product to other large corporations, where the product is the 
eyes and ears of the top tier. It only makes sense that the ideas put 
forth will be those that cater to the economic desires and political 
inclinations of the parties involved. In fact, this kind of distortion 
is exactly what Noam Chomsky and Edward Herman discovered 
while studying the nature of the mass media.

Canadian scholar Marshall McLuhan once observed: 

One thing about which fish know exactly nothing is water, 
since they have no anti-environment which would enable 
them to perceive the element they live in.7
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Because it’s immersed in water every minute of its life a fish is 
less likely to recognize the significance of water’s presence. Such 
is the effect of propaganda. Society is overwhelmed by spin often 
without being aware of it. Once more, because the Constitution 
of the United States includes provisions regarding the freedom 
of speech, ideas can compete with one another. As a result 
propaganda has to be more subtle and sophisticated so that people 
don’t necessarily feel like they’re being overtly influenced. 

First Hand Experience

While I’ve read about the many filtering mechanisms of the 
Propaganda model and witnessed its operation from afar, 

I never thought that I’d encounter them directly. This changed in 
late 2011 when, out of the blue, I received an e-mail from a senior 
editor at a well-known technical publisher located South of Market 
in downtown San Francisco. Having viewed my slides on Cyberwar 
from SFSU’s National Cybersecurity Awareness Event8 the editor 
wanted to know if I was interested in authoring a book on the 
topic. Shortly after the editor’s initial query I signed a contract and 
feverishly began the process of putting material together. 

Four or five months later the editor ominously summoned your 
author and co-author to his office for a meeting. He announced that 
both he and the founder of the publishing house were very concerned 
about the tone of the book. The editor complained at length about 
the potential hazards of push back, particularly with regard to the cov-
erage of former Director of National Intelligence Mike McConnell. 
I was sending a message that would directly challenge the narrative 
being spread by powerful interests, and there was a serious threat 
of retaliation. He also protested rather loudly that there were some 
things he couldn’t sell. Then, to top off his list of complaints, he began 
to make pointed references to outcome of the 2012 United States Pres-
idential Election with regard to the book’s publication date. 

It became clear that I was being asked to significantly alter, if 
not eliminate, material. The editor seemed to be giving me a thinly 
veiled ultimatum. Either I get on board and do things his way or 
he’d negate the contract. At one point, he even suggested that I 
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change the focus of the manuscript away from Cyberwar and write 
an entirely different book. 

This is what happens when you sign on with a publishing house 
where the higher ups believe in “deep editing.” Given the effort in-
volved in the project, I was hesitant to walk away. Though that’s 
exactly what I should’ve done; the minute that he mentioned the 
2012 Presidential Election. Instead I adopted a strategy of gentle 
resistance, a sort of quicksand approach, where I persistently chal-
lenged the editor’s comments by supplying counter-arguments and 
then requesting feedback. Unfortunately he decided not to engage 
in dialogue. As months passed the editor became unresponsive. 
Then, after almost a year of work, the publisher abruptly canceled 
the contract. 

As you can see, I was eventually able to find a new publisher to work 
with. Indeed, I applaud TrineDay for having the courage to back this 
project at a time when other mainstream publishers, being confronted 
with a reality that made them just a bit uncomfortable, scurried back 
into the woodwork. Such are the risks of speaking truth to power. 

The Public Relations Industry
The 20th century has been characterized by three developments of 
great political importance: The growth of democracy; the growth of 
corporate power; and the growth of corporate propaganda as a means 
of protecting corporate power against democracy.

−Alex Carey9

America has no functioning democracy.

−Former President Jimmy Carter10

In the lead up to World War I, President Woodrow Wilson 
found himself in a difficult position. By maintaining a stance of 

neutrality during his first term as President he won his second term 
with the campaign slogan “He kept us out of war.” Shortly after the 
launch of his second term he pulled a 180-degree turn and decided 
that the United States needed to enter the war. How could he 
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convince the population to go along with him when they’d already 
given a mandate for continued neutrality? 

To move the American public into his corner President Wilson 
formed the Committee on Public Information, also known as the 
Creel Committee (after its chair, journalist George Creel). The Creel 
Committee headed up a massive campaign to influence public 
opinion. For example, it amassed a division of some 75,000 “Four 
Minute Men,” a group of volunteers who were given talking points 
and sent out to give speeches.11 Their presentations tended to be 
about four minutes in length, somewhere in the neighborhood of the 
purported average attention span.

To demonize the enemy Germans were depicted as bloodthirsty 
Huns.12 In particular, the Creel Committee fabricated a story about 
“Corpse Utilization Plants,” which claimed that the Germans were 
taking the bodies of their own dead soldiers and boiling them down 
to manufacture pig food and munitions.13 This story was bolstered 
by alleged eyewitness accounts appearing in other news sources, 
who described the gory details of the factories operations. 

One member of the Creel Committee, Ed Bernays, is seen as 
the grandfather of modern propaganda. Bernays is credited with 
inventing the term public relations (aka PR). He did so admittedly 
to avoid the stigma associated with the word “propaganda.”14 More 
recently, members within the public relations industry have begun 
to call what they do as perception management. But these are just 
pleasant sounding euphemisms. 

In the discipline of economics they have what’s called the 
efficient market hypothesis (EMH) which is a concept used to help 
describe how markets work.15 The EMH is founded on the premise 
that in a properly functioning market people have access to accurate 
information and think rationally (see Figure 1). 

Figure 1
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In economic markets, the public relations industry at times 
works assiduously to subvert this scenario, to prevent things from 
operating efficiently. Those who disseminate propaganda don’t 
necessarily want people to have access to good information. Rather, 
the architects of propaganda have been known to employ tactics 
that appeal to people on an emotional level rather than a rational 
one. To see these tactics in action all you have to do is inspect a 
couple of cigarette commercials.

The emphasis on primal responses is no accident. Bernays, as 
it turns out, was the nephew of Sigmund Freud and he was heavily 
influenced by his Uncle’s theory of the mind. Drawing from the 
subject of psychoanalysis, Bernays argued that people were driven 
by unconscious and irrational forces that, if not reined in, could tear 
society apart. As a result, he believed that large-scale manipulation 
of public opinion was not only possible, but necessary16:

The conscious and intelligent manipulation of the organized 
habits and opinions of the masses is an important element 
in democracy society. Those who manipulate this unseen 
mechanism of society constitute an invisible government 
which is the true ruling power of our country. 

Bernays called his approach, the engineering of consent.17 He 
applied his tools of on behalf of corporate titans like General 
Electric the American Tobacco Corporation. In the 1950s, as the 
Cold War was kicking into high gear, Bernays led a propaganda 
campaign at the behest of the United Fruit Corporation (UFC). 
UFC had land holdings in Guatemala that were threatened by 
nationalization. Bernays utilized the press to create the perception 
of a Communist threat, inciting a brutal military coup.18 

In addition to his Uncle Sigmund, Bernays’ ideas were shaped 
by another prominent thinker: Walter Lippmann. Lippmann 
was a celebrated journalist and a founder of The New Republic 
magazine. During World War I has was an advisor to President 
Wilson and was involved in the composition of Wilson’s Fourteen 
Points speech. He was also the general secretary of a clandestine 
quasi-intelligence outfit called “The Inquiry” which was set up 
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by President Wilson for the sake of “drawing up the embryonic 
outlines of the postwar world.”19 

In his 1922 book entitled Public Opinion, Lippmann claimed 
that the complexities of governance were too much for normal 
people such that the “common interest” wasn’t always obvious. In-
stead, the process must be managed by a “specialized class” of elite 
technocrats who knew what they were doing:

The common interests very largely elude public opinion 
entirely, and can be managed only by a specialized class whose 
personal interests reach beyond the locality.

Lippmann’s worldview was later echoed by American political 
scientist Harold Lasswell:

The modern propagandist, like the modern psychologist, rec-
ognizes that men are often poor judges of their own interests, 
flitting from one alternative to the next without solid reason.

Democracy in America has compelled a whole new 
technique of control, largely through propaganda because of 
the ignorance and superstition of the masses.20

Lippmann believed that this specialized class, having identi-
fied policies that benefited the common interest, could then gen-
erate support for their decisions by manufacturing consent (Ber-
nays’ idea of engineering consent is derived from this concept). 
In a nutshell, Lippmann advocated that the specialized class make 
decisions and then convinced society to go along after the fact us-
ing propaganda. 

Looking at these formative years, it’s clear that the foundations 
of modern propaganda were established by people who believed 
that society generally wasn’t capable of governing itself. They 
postulated that people couldn’t be trusted to make good decisions 
and that they would be better off leaving the work to government 
to technocrats who then generated support for their decisions 
using the tools of public relations. This scheme for democracy was 
embraced and propaganda has become the primary means through 
which the elite communicate with the rest of society.21 
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Historically the American elite have been known to shun 
democracy in matters of global dominion. Such that public opinion 
is a mere peripheral issue. For example, speaking to Richard Nixon 
on the need to depose Chilean President Salvador Allende, Henry 
Kissinger advised Nixon:

Allende is now president. The State Department thinks we can 
coexist with him, but I want you to make sure you tell every-
body in the U.S. government that we cannot, that we cannot let 
him succeed, because he has legitimacy. He is democratically 
elected. And suppose other governments decide to follow in 
his footstep, like a government like Italy? What are we going to 
do then? What are we going to say when other countries start 
to democratically elect other Salvador Allendes? We will – the 
world balance of power will change …22

Here’s another instance where an elite spokesman lets the truth 
slip out. In August of 2013, at the American Legislative Exchange 
Council (ALEC) conference in Chicago, one right wing think 
tank fellow made the following statement about the necessary 
ingredients required to amend the Constitution23:

Oh, well, you really don’t need people to do this. You just 
need control over the legislature and you need money, and 
we have both.

In democratic forms of governance, where the population 
is supposed to participate in decision making, citizens need 
access to good information in order to properly exercise sound 
judgment. This is in line with Karl Popper’s concept of an open 
society. Given the capacity of PR to obfuscate facts and rely on 
emotionally potent appeals, it can be a powerful means to subvert 
democracy (see Figure 2). Financial columnist Igor Greenwald 
comments: 

Corporations lie more convincingly than individuals. They 
have the resources to hire experts and lobbyists. They can buy 
any overt advertising they might require from wholly-owned 
media subsidiaries.24
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Figure 3

Secrecy can likewise play a similar role in terms of undermining 
the decision making process, even in presumably democratic 
political systems. In this regard national security is a near universal 
pretext that leaders turn to when they want to keep the public in 
the dark.25 

Both of these tools, propaganda and secrecy, will be on display 
in this book. 

Behold a Pale Farce
And I looked, and behold a pale horse: 
and his name that sat on him was Death, 
and Hell followed with him.

−Revelations 6:8 King James Bible

The reason why I’ve devoted so much 
bandwidth in this preface to 

propaganda and media studies is that 
the people promoting the concept of Cyberwar rely heavily on 
tactics honed by the PR industry. As I’ll demonstrate, the notion 
of Cyberwar is accompanied by a slew of doomsday scenarios; 
altogether farcical tales of the end times. I personally doubt 
very much that these vivid worst-case scenarios are intended to 
encourage logical thought, hence this book’s title. 

 The primary outcome of the Cyberwar campaign is mass 
anxiety, where people so apprehensive and uneasy that they’ll 
accept any solution to feel safe again. This is convenient because the 
solutions being proposed by the Cyberwar crowd harken back to 
the Cold War. There’s a heavy emphasis on massive retaliation and 
Orwellian surveillance schemes, neither of which are constructive 
approaches. These supposed remedies would only channel vast 

Figure 2
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sums of money to the defense industry and further infringe on our 
civil liberties by enhancing government control. 

There’s a very real effort afoot to create the perception of an 
imminent and grave threat. A public that feels panicky which will 
pay dearly to make the anxiety go away, much to the benefit the 
same people stoking the coals of alarm. What society needs to do is 
to collectively step back, take a deep breath, and approach the topic 
from a more rational frame of mind. 

 As far as the domain of politics is concerned, propaganda and 
secrecy will always exist as means to sabotage decision making. In 
countries like the United States, however, which have provisions 
for freedom of speech there are opportunities to shed light on 
complicated topics. 

In a nutshell: that’s what this book is all about. 

Organization

This book is divided into four parts. In the first part I present 
a sampling of Cyberwar hyperbole that’s received media 

coverage, identify a couple of the more prominent actors, and 
follow the policies that have been enacted. Next, we’ll take a closer 
look at China to provide some context against which assertions in 
the first chapter can be judged. Finally, I set up the second part of 
the book by developing a cataloguing scheme for cyber incidents. 
To treat an ailment you first need an accurate diagnosis. My goal is 
to establish precise definitions so that I can cultivate an accurate 
picture of what’s actually going on. 

In the second part of the book I survey a number of high-profile 
cyber incidents and classify them according to definitions established 
at the end of the first part. What I discovered was an overwhelming 
preponderance of crime and espionage. I didn’t, however, encounter 
any cyber incidents that could be interpreted as Cyberwar. Yet 
Cyberwar has been portrayed as an impending threat, one which 
is certain to transpire. Hence, at the end of part two I introduce the 
concept of threat inflation to expose the underlying dynamics at work. 

In the third part of the book I examine solutions that have been 
offered to protect the United States from the threat of Cyberwar. 
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Specifically, the Cold War strategy of deterrence is explored at 
length and, in lieu of its failings, I wade into the details of the rising 
surveillance state. Neither of these options is attractive or even 
feasible. Yet they would both waste vast amounts of money and 
sacrifice our liberty on the altar of national security. This leads to 
part four of the book. 

In part four of the book I mull over the factors that actually allow 
cyber-attacks to succeed and steps that can be taken to mitigate them. 
When it comes to security breaches there are a number of factors 
working together on various levels. But all factors aren’t equal and 
some factors are actually used by the software industry to obscure 
more central ones. In light of this I focus primarily on the crisis of 
poor software design and the market forces that drive it. I also recom-
mend re-orienting our national security strategy towards developing 
truly resilient software and deploying it at a grass-roots level. 
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A number of whistleblowers have sacrificed both their careers 
and their well-being to publicize government programs that pose 
an enormous threat to our Constitutional liberties. They’ve also 
revealed our government officials as a collection of pathological 
liars. In particular, I’m referring to patriots like Philip Agee, Daniel 
Ellsberg, Chris Pyle, John Stockwell, Ray McGovern, Thomas 
Tamm, Mark Klein, Thomas Drake, William Binney, Russell Tice, 
Chelsea Manning, John Kiriakou and Edward Snowden. This book 
owes these whistleblowers a tremendous debt of gratitude. By 
virtue of their disclosures they provided direct, and often damning, 
evidence to back conclusions that otherwise could only be alluded 
to with circumstantial evidence. 

Then there are publishers like WikiLeaks who channel this 
information to the public. Julian Assange has done the world a 
service by demonstrating just how subservient the mainstream 
media outlets have become. The various interests promoting the 
idea of Cyberwar have been able to propagate their message in part 
because of their connections with the press. Such are the hazards of 
organizations that monetize information under the rubric of public 
service. What this shows is that Cyberwar propaganda isn’t just late 
night geek fodder, it’s says something significant about the current 
state of journalism. 
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Make no mistake about it, the aggressive prosecution of whis-
tleblowers and efforts to hobble journalists ultimately translate into 
a fundamental attack on democracy.29 While heads of government 
may publicly intimate30 that harsher measures will be taken if news-
papers fail to show the necessary “social responsibility,” the spies 
aren’t anywhere near as coy31: 

You’ve had your fun. Now we want the stuff back. 

Finally, I’d like to show some love to all of the professionals at 
TrineDay who dutifully applied their expertise to make this book 
happen. Kris Millegan has devoted his life to exposing the intrigues 
of a relatively small group of plutocrats who relentlessly purchase 
influence on behalf of their own narrow financial interests. After 
reading the foreword which he wrote to Daniel Estulin’s Shadow 
Masters I knew that Kris wouldn’t back down as the original 
publisher did. There’s a term for this sort of thing: most people call 
it integrity. A vicious class war is raging in the United States and 
the Devil takes the hindmost.32 While our social fabric crumbles, 
society needs this kind of integrity more than ever. 

Θ(ex),
Bill Blunden
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